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Disclaimer 
Paladin Blockchain Security (“Paladin”) has conducted an independent audit to verify the integrity 
of and highlight any vulnerabilities or errors, intentional or unintentional, that may be present in 
the codes that were provided for the scope of this audit. This audit report does not constitute 
agreement, acceptance or advocation for the Project that was audited, and users relying on this 
audit report should not consider this as having any merit for financial advice in any shape, form or 
nature. The contracts audited do not account for any economic developments that may be pursued 
by the Project in question, and that the veracity of the findings thus presented in this report relate 
solely to the proficiency, competence, aptitude and discretion of our independent auditors, who 
make no guarantees nor assurance that the contracts are completely free of exploits, bugs, 
vulnerabilities or deprecation of technologies. Further, this audit report shall not be disclosed nor 
transmitted to any persons or parties on any objective, goal or justification without due written 
assent, acquiescence or approval by Paladin. 

All information provided in this report does not constitute financial or investment advice, nor 
should it be used to signal that any persons reading this report should invest their funds without 
sufficient individual due diligence regardless of the findings presented in this report. Information is 
provided ‘as is’, and Paladin is under no covenant to the completeness, accuracy or solidity of the 
contracts audited. In no event will Paladin or its partners, employees, agents or parties related to 
the provision of this audit report be liable to any parties for, or lack thereof, decisions and/or 
actions with regards to the information provided in this audit report.  

Cryptocurrencies and any technologies by extension directly or indirectly related to 
cryptocurrencies are highly volatile and speculative by nature. All reasonable due diligence and 
safeguards may yet be insufficient, and users should exercise considerable caution when 
participating in any shape or form in this nascent industry. 

The audit report has made all reasonable attempts to provide clear and articulate 
recommendations to the Project team with respect to the rectification, amendment and/or revision 
of any highlighted issues, vulnerabilities or exploits within the contracts provided. It is the sole 
responsibility of the Project team to sufficiently test and perform checks, ensuring that the 
contracts are functioning as intended, specifically that the functions therein contained within said 
contracts have the desired intended effects, functionalities and outcomes of the Project team. 

Paladin retains full rights over all intellectual property (including expertise and new attack or 
exploit vectors) discovered during the audit process. Paladin is therefore allowed and expected to 
re-use this knowledge in subsequent audits and to inform existing projects that may have similar 
vulnerabilities. Paladin may, at its discretion, claim bug bounties from third-parties while doing so. 
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1  Overview 
This report has been prepared for Gamery on the Oasis network. Paladin provides a 
user-centred examination of the smart contracts to look for vulnerabilities, logic 
errors or other issues from both an internal and external perspective. 

1.1  Summary 

1.2  Contracts Assessed 

Project Name Gamery

URL https://gamery.org/

Platform Oasis

Language Solidity

Name Contract
Live Code 
Match

GGToken 0xab479db842af9ea9d5d5a8db02d825b9cdd1e224

GameryNFT 0x8953F70B5e93EaEA107658fCF3a5122997eEA881

MasterChef 0x500b2394bf122f95a298ad2b16fb9b9e7755944f

Locker 0x78cdac72bfcbc9d7e9a3baab469b20b00a425b8c

Timelock 0x50E84Dd888f593086Bb0612Ef6a2d631E349FCa1

MATCH

MATCH

MATCH

MATCH

MATCH
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1.3  Findings Summary 

Classification of Issues 
 

Severity Found Resolved
Partially 
Resolved

Acknowledged 
(no change made)

2 2 - -

4 4 - -

5 5 - -

12 11 1 -

Total 23 22 1 -

 Low

 High

 Informational

 Medium

Severity Description

Exploits, vulnerabilities or errors that will certainly or probabilistically lead 
towards loss of funds, control, or impairment of the contract and its 
functions. Issues under this classification are recommended to be fixed with 
utmost urgency.

Bugs or issues that may be subject to exploit, though their impact is 
somewhat limited. Issues under this classification are recommended to be 
fixed as soon as possible.

Effects are minimal in isolation and do not pose a significant danger to the 
project or its users. Issues under this classification are recommended to be 
fixed nonetheless. 

Consistency, syntax or style best practices. Generally pose a negligible level 
of risk, if any.

 High

 Informational

 Low

 Medium
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1.3.1 GGToken 

1.3.2 GameryNFT 

ID Severity Summary Status

01 mint function can be used to pre-mint large amounts of tokens 
before ownership is transferred to the Masterchef

02 mint can be made externalINFO

RESOLVED
LOW

RESOLVED

ID Severity Summary Status

03 Lack of typeId validation in createToken and changeType

04 Owner can remove actively-used types

05 nextTokenId has a misleading name

06 typeIds should be made explicitly private

07 mintIndexByTokenId is unused

08 Several functions can be made external

09 Lack of events for several functions

RESOLVED

LOW

INFO

INFO

RESOLVED

INFO RESOLVED

RESOLVED

LOW

INFO

RESOLVED

RESOLVEDINFO

RESOLVED
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1.3.3 MasterChef 

1.3.4 Locker 

1.3.5 Timelock 

No issues found. 

ID Severity Summary Status

10 reinvest adds rewarded native amount to staked LP amount

11 reinvest mints (only) if the referrer is the zero address

12 reinvest does not harvest PID 1 before adding rewards

13 reinvestedToSuperPool does not harvest PID 0 before adding 
rewards

14 depositNFT will fail if a user deposits multiple times in the same 
pool

15 user.boost has no limit and could be used to mint a large amount 
of tokens

16 referrals count is not incremented for the referring address

17 boostedAmount rounding can lead to inaccurate balances

18 pendingGG will revert if totalAllocPoint is zero

19 Unnecessary casting of msg.sender into address

20 referrerRewardRate can be made constant

21 viewNFT can be made external

22 State variables can be set as immutable for gas optimization

RESOLVED

INFO

MEDIUM

RESOLVED

RESOLVED

LOW

INFO

RESOLVED

MEDIUM

RESOLVED

MEDIUM

INFO

RESOLVED

HIGH

PARTIAL

RESOLVED

RESOLVED

RESOLVED

RESOLVED

HIGH

MEDIUM

RESOLVED

INFO RESOLVED

LOW

INFO

ID Severity Summary Status

23 nextFor can be made externalINFO RESOLVED
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2  Findings 

2.1  GGToken 

GGToken is a simple ERC-20 token which will be used as the main reward token for 
the Masterchef. It allows for GGToken tokens to be minted when the mint function 
is called by the owner of the contract, which at the time of deployment would be 
the GGToken team. Users should therefore carefully inspect that ownership of this 
contract has been transferred to the Masterchef.  

2.1.1 Token Overview 

2.1.2 Privileged Roles 

The following functions can be called by the owner of the contract: 
• mint 

• transferOwnership 

• renounceOwnership 

Address 0x26dded227F85Dc4D7d030ff7300b3e7E1E279980

Token Supply Unlimited

Decimal Places 18

Transfer Max Size 3% (range of 0.5% to 100%)

Transfer Min Size No minimum

Max Wallet Size None

Transfer Fees None

Pre-mints 600,000
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2.1.3 Issues & Recommendations 

Issue #01 mint function can be used to pre-mint large amounts of tokens 
before ownership is transferred to the Masterchef

Severity

Description The mint function could be used to pre-mint tokens for legitimate 
uses including, but not limited to, the injection of initial liquidity, 
token presale, or airdrops; however, this function may also be used 
to pre-mint and dump tokens when the token contract has been 
deployed but before ownership is set to the Masterchef contract.  

This risk is prevalent amongst less-reputable projects, and any pre-
mints can be prominently seen on the Blockchain.

Recommendation Consider being forthright if this mint function is to be used by 
letting your community know how much was minted, where they are 
currently stored, if a vesting contract was used for token unlocking, 
and finally the purpose of the mints.

Resolution

LOW SEVERITY

 
600,000 tokens were pre-minted and ownership has been 
transferred to the Masterchef.

RESOLVED

Issue #02 mint can be made external

Severity

Description Functions that are not used within the contract but only externally 
can be marked as such with the external keyword. Apart from being 
a best practice when the function is not used within the contract, 
this can lead to a lower gas usage in certain cases.

Recommendation Consider marking the function as external.

Resolution

INFORMATIONAL

RESOLVED
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2.2  GameryNFT 

GameryNFT is an ERC-721 NFT contract. Users can stake these NFTs in the 
Masterchef to receive a reward boost. 

2.2.1 Privileged Roles 

The following functions can be called by the owner of the contract: 

• setMinter 

• addType 

• removeType 

• replaceType 

The following functions can be called by minters of the contract (as designated by 
the owner using setMinter): 

• createToken 

• createRandomNFT 

• changeType 
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2.2.2 Issues & Recommendations 

Issue #03 Lack of typeId validation in createToken and changeType

Severity

Description createToken and changeType do not validate typeId and toTypeId 
respectively to be valid type IDs.

Recommendation Consider ensuring these variables contain valid type IDs: 

require(typeIds.contains(typeId), "type id does not exist");

Resolution RESOLVED

LOW SEVERITY

Issue #04 Owner can remove actively-used types

Severity

Description removeType will remove type IDs, even if they have been actively 
used to create NFT tokens already.

Recommendation Consider removing the removeType function, or only allowing 
removal of type IDs if they have never been used.

Resolution

LOW SEVERITY

RESOLVED
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Issue #05 nextTokenId has a misleading name

Severity

Description In createToken, the token ID is generated using: 

tokenId = ++nextTokenId; 

Despite the prefix increment, nextTokenId will still be incremented 
before returning the value to assign to tokenId. So if nextTokenId 
was, for example, 9 before the call to createToken, then tokenId 
would become 10. Thus the nextTokenId variable actually holds 
the last token ID.

Recommendation Consider renaming this variable to a name more accurately 
reflecting its value, such as tokenIdCounter or lastTokenId.

Resolution  
The client has moved to a postfix increment, so nextTokenId now 
accurately reflects the next ID to be generated.

RESOLVED

INFORMATIONAL

Issue #06 typeIds should be made explicitly private

Severity

Description typeIds has no privacy modifier, and is thus implicitly private. 
Implicit modifiers are undesirable as they can make it hard for users 
and auditors to clearly see and keep in mind the privacy of a 
variable.

Recommendation Consider adding the private modifier to typeIds.

Resolution

INFORMATIONAL

RESOLVED
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Issue #07 mintIndexByTokenId is unused

Severity

Description Variables defined in a contract but not used within said contract 
could confuse third-party auditors. They also increase the contract 
length and bytecode size unnecessarily.

Recommendation Consider removing the variable to keep the contract short and 
simple.

Resolution

INFORMATIONAL

RESOLVED

Issue #08 Several functions can be made external

Severity

Description Functions that are not used within the contract but only externally 
can be marked as such with the external keyword: 
- setMinter 
- createRandomNFT 
- changeType 
- replaceType 
- getTypeById 
- getTypeCount 
- getTypeIdAtIndex 
- getTypeAtIndex 

Apart from being a best practice when the function is not used 
within the contract, this can lead to a lower gas usage in certain 
cases.

Recommendation Consider marking the above functions as external.

Resolution RESOLVED

INFORMATIONAL

Page  of 13 26 GameryNFT Paladin Blockchain Security



Issue #09 Lack of events for several functions

Severity

Description Functions that affect the status of sensitive variables should emit 
events as notifications: 
- setMinter 
- changeType 
- addType 
- removeType

Recommendation Consider marking the above functions as external.

Resolution RESOLVED

INFORMATIONAL
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2.3  MasterChef 

The Gamery Masterchef is a fork of Goose Finance’s Masterchef. A notable feature 
of forking the latter is the removal of the migrator function from Sushiswap, which 
can potentially be used to steal tokens staked in the Masterchef. Gamery has 
limited the deposit fee to at most 5%, and the emission rate to at most 100 tokens 
per block. 

On each harvest, 80% of rewards are locked in the Locker contract, with the 
remaining being transferred to the user. Users can also stake GameryNFTs 
associated with each pool to receive boosts in rewards for that pool. 

The first two pools (pid 0 and 1) are both used for staking the native GGToken – but 
the first pool specifically (pid 0) has been denoted as a “super” pool and is intended 
to have a higher reward multiplier than the other pool. Users should note that if 
they withdraw their staked tokens from this “super” pool, including via 
emergencyWithdraw, any rewards they have locked in the Locker contract will be 
burned. 

2.3.1 Privileged Roles 

The following functions can be called by the owner of the contract: 

• add 

• set 

• updateEmissionRate 

• renounceOwnership 

• transferOwnership 
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2.3.2 Issues & Recommendations 

Issue #10 reinvest adds rewarded native amount to staked LP amount

Severity

Description The reinvest function is intended to harvest a given pool and add 
harvested rewards to PID 1, which is a native GGToken pool. 
However, the function erroneously uses the PID given to harvest 
(which may not be PID 1) as the PID to also deposit rewards in: 

PoolInfo storage pool1 = poolInfo[_pid]; 

UserInfo storage user1 = userInfo[_pid][msg.sender]; 

This will end up increasing the apparent staked amount of LP tokens 
in the harvested pool, instead of in the GGToken pool PID 1. A 
malicious user could use this function to steal other users’ staked 
funds.

Recommendation Consider ensuring that only the amount and boostedAmount values 
of PID 1 are modified when allocating rewards: 

PoolInfo storage pool1 = poolInfo[1]; 

UserInfo storage user1 = userInfo[1][msg.sender];

Resolution

HIGH SEVERITY

RESOLVED
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Issue #11 reinvest mints (only) if the referrer is the zero address

Severity

Description The reinvest function will attempt to mint referral rewards to the 
zero address: 

address ref = referrer[msg.sender]; 

if (ref == address(0)) { 

  gg.mint(ref, (pending * referrerRewardRate) / 100);

Recommendation Consider only trying to mint referral rewards if the referrer is not 
the zero address: 

address ref = referrer[msg.sender]; 

if (ref != address(0)) { 

  gg.mint(ref, (pending * referrerRewardRate) / 100);

Resolution

HIGH SEVERITY

RESOLVED

Issue #12 reinvest does not harvest PID 1 before adding rewards

Severity

Description The reinvest function attempts to modify the amount of rewards 
staked in PID 1 directly, but unless reinvest is being called on PID 
1 itself, it does not account for any pending rewards in PID 1 before 
modifying the user’s amount. Therefore, any pending rewards from 
PID 1 will be forfeited.

Recommendation Consider ensuring that any pending rewards from PID 1 are 
harvested and/or accounted for as well as the rewards from the PID 
the user has called reinvest for.

Resolution RESOLVED

MEDIUM SEVERITY
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Issue #13 reinvestedToSuperPool does not harvest PID 0 before adding 
rewards

Severity

Description The reinvestedToSuperPool function attempts to modify the 
amount of rewards staked in PID 0 directly, but it does not account 
for any pending rewards in PID 0 before modifying the user’s 
amount. So any pending rewards from PID 0 will be forfeited.

Recommendation Consider ensuring that any pending rewards from PID 0 are 
harvested and/or accounted for as well as the amount that is being 
reinvested.

Resolution RESOLVED

MEDIUM SEVERITY

Issue #14 depositNFT will fail if a user deposits multiple times in the same 
pool

Severity

Description The depositNFT function calls the withdrawNFT function if the user 
has already deposited in the given pool. However, both functions 
are marked as nonReentrant, and you cannot call a nonReentrant 
function from another, the call will fail. 

This issue has not been marked as High severity because a user can 
manually call withdrawNFT before calling depositNFT successfully 
again.

Recommendation Consider creating a private _withdrawNFT function that is not 
marked as nonReentrant and contains all the logic of the current 
withdrawNFT function. Then both depositNFT and withdrawNFT can 
call this function without risk of a double nonReentrant call.

Resolution RESOLVED

MEDIUM SEVERITY
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Issue #15 user.boost has no limit and could be used to mint a large amount 
of tokens

Severity

Description The boost field on the UserInfo struct is used to calculate rewards, 
and is determined by the bonus field on the NFT deposited for that 
pool by the user. Neither of these fields have limits. The project 
owner could create an NFT with a very high bonus and deposit it to 
mint a very large number of rewards.

Recommendation Consider adding a reasonable limit to the boost field, and/or to the 
bonus field in the GameryNFT contract.

Resolution

MEDIUM SEVERITY

 
The client has added a limit of 200 to the bonus field in the 
GameryNFT contract.

RESOLVED

Issue #16 referrals count is not incremented for the referring address

Severity

Description When a referral occurs in deposit, a referral counter is 
incremented, but it is incremented for the msg.sender, not the 
address that referred it: 

referrals[msg.sender] += 1; 

As referrals is only for informational purposes, this is not a high risk 
issue.

Recommendation Consider incrementing the count for the referrer instead: 

referrals[_ref] += 1;

Resolution

LOW SEVERITY

RESOLVED
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Issue #17 boostedAmount rounding can lead to inaccurate balances

Severity

Description In withdraw, boostedAmount is decremented by the amount 
withdrawn multiplied by the user’s boost factor in that pool. Due to 
rounding, this amount may not be reflective of the actual remaining 
amount. 

1. User deposits an amount of 100 in a pool with boost factor 35. 
User amount is 100, boostedAmount is 135. 

2. User withdraws 1. User amount decreases by 1, boostedAmount 
also only decreases by 1 due to rounding. 

3. Repeat 100 times. User amount is 0, boostedAmount is 35.

Recommendation Consider calculating user.boostedAmount directly from 
user.amount. Note this may change the intended logic if it is 
desirable to maintain historical boost values rather than just reflect 
the latest value.

Resolution RESOLVED

LOW SEVERITY

Issue #18 pendingGG will revert if totalAllocPoint is zero

Severity

Description The pendingGG will fail with a divide-by-zero error if 
totalAllocPoint is zero.

Recommendation Consider checking that totalAllocPoint is non-zero before 
performing the division.

Resolution  
The client has added a check in the constructor to ensure the initial 
value of totalAllocPoint can be greater than zero. However, it 
could still be set to zero using the set function.

PARTIALLY RESOLVED

INFORMATIONAL
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Issue #19 Unnecessary casting of msg.sender into address

Severity

Description There are a number of instances where msg.sender is cast into an 
address, when it already is an address datatype.

Recommendation Remove the casting of msg.sender as an address.

Resolution RESOLVED

INFORMATIONAL

Issue #20 referrerRewardRate can be made constant

Severity

Description Variables that are never modified can be indicated as such with the 
constant keyword. This is considered best practice since it makes 
the code more accessible for third-party reviewers and saves gas.

Recommendation Consider making the variable explicitly constant.

Resolution RESOLVED

INFORMATIONAL

Issue #21 viewNFT can be made external

Severity

Description Functions that are not used within the contract but only externally 
can be marked as such with the external keyword. Apart from being 
a best practice when the function is not used within the contract, 
this can lead to a lower gas usage in certain cases.

Recommendation Consider marking the function as external.

Resolution

INFORMATIONAL

RESOLVED
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Issue #22 State variables can be set as immutable for gas optimization

Severity

Description The following state variable(s) can be set as immutable as they are 
set once in the constructor and never changed: 
- gg 

- nft 

- locker 

- startBlock

Recommendation Consider marking the above variables as immutable.

Resolution

INFORMATIONAL

RESOLVED
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2.4  Locker 

The Locker contract is used for storing a portion of rewards harvested from the 
Masterchef. Any rewards locked can then be claimed over time according to a 
vesting schedule of 10 periods from the lock time of those tokens, with the duration 
of a period being passed in to the contract constructor. The owner of the contract 
should be set to the Masterchef. 

Users need to be aware that any time they call claim(), they will receive however 
many tokens have been unlocked up to that vesting period – but any that are still 
locked will be burned by being sent to the null address (0xDEAD). 

2.4.1 Privileged Roles 

The following functions can be called by the owner of the contract (which should be 
the Masterchef): 

• lock 

• burnRest 

• renounceOwnership 

• transferOwnership 
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2.4.2 Issues & Recommendations 

Issue #23 nextFor can be made external

Severity

Description Functions that are not used within the contract but only externally 
can be marked as such with the external keyword. Apart from 
being a best practice when the function is not used within the 
contract, this can lead to a lower gas usage in certain cases.

Recommendation Consider marking the function as external.

Resolution RESOLVED

INFORMATIONAL
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2.5  Timelock 

The Timelock contract is a clean fork of Compound Finance’s timelock. This is the 
most common contract used in DeFi to time lock governance access and is thus 
compatible with most third-party tools. This contract should be the owner of the 
Masterchef contract to time delay making sensitive changes such as adding a new 
pool, or changing the allocation for an existing pool. 

2.5.1 Issues & Recommendations 

No issues found. 

Parameter Value Description

Delay 24 hours The delay indicates the time the administrator has to wait after 
queuing a transaction to execute it.

Minimum 
Delay

6 hours The minDelay indicates the lowest value that the delay can 
minimally be set.  

Sometimes, projects will queue a transaction that sets the 
delay to zero with the hope that nobody notices it. However, 
because of the minimum delay parameter, the value of delay 
can never be lower than that of the minDelay value. Note that 
the administrator could still queue a transaction to simply 
transfer the ownership back to their own account so it is still 
important to inspect every transaction carefully.

Grace Period 14 days After the delay has expired after queueing a transaction, the 
administrator can only execute it within the grace period. This 
is to prevent them from hiding a malicious transaction among 
much earlier transactions, hoping that it goes unnoticed or 
buried, which can be executed in the future.
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