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Disclaimer 
Paladin Blockchain Security (“Paladin”) has conducted an independent audit to verify the integrity of 
and highlight any vulnerabilities or errors, intentional or unintentional, that may be present in the 
codes that were provided for the scope of this audit. This audit report does not constitute agreement, 
acceptance or advocation for the Project that was audited, and users relying on this audit report 
should not consider this as having any merit for financial advice in any shape, form or nature. The 
contracts audited do not account for any economic developments that may be pursued by the Project 
in question, and that the veracity of the findings thus presented in this report relate solely to the 
proficiency, competence, aptitude and discretion of our independent auditors, who make no 
guarantees nor assurance that the contracts are completely free of exploits, bugs, vulnerabilities or 
deprecation of technologies. Further, this audit report shall not be disclosed nor transmitted to any 
persons or parties on any objective, goal or justification without due written assent, acquiescence or 
approval by Paladin. 

All information provided in this report does not constitute financial or investment advice, nor should it 
be used to signal that any persons reading this report should invest their funds without sufficient 
individual due diligence regardless of the findings presented in this report. Information is provided ‘as 
is’, and Paladin is under no covenant to the completeness, accuracy or solidity of the contracts 
audited. In no event will Paladin or its partners, employees, agents or parties related to the provision 
of this audit report be liable to any parties for, or lack thereof, decisions and/or actions with regards to 
the information provided in this audit report.  

Cryptocurrencies and any technologies by extension directly or indirectly related to cryptocurrencies 
are highly volatile and speculative by nature. All reasonable due diligence and safeguards may yet be 
insufficient, and users should exercise considerable caution when participating in any shape or form in 
this nascent industry. 

The audit report has made all reasonable attempts to provide clear and articulate recommendations to 
the Project team with respect to the rectification, amendment and/or revision of any highlighted issues, 
vulnerabilities or exploits within the contracts provided. It is the sole responsibility of the Project team 
to sufficiently test and perform checks, ensuring that the contracts are functioning as intended, 
specifically that the functions therein contained within said contracts have the desired intended 
effects, functionalities and outcomes of the Project team. 

Paladin retains full rights over all intellectual property (including expertise and new attack or exploit 
vectors) discovered during the audit process. Paladin is therefore allowed and expected to re-use this 
knowledge in subsequent audits and to inform existing projects that may have similar vulnerabilities. 
Paladin may, at its discretion, claim bug bounties from third-parties while doing so. 
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1  Overview 
This report has been prepared for Little Baby Doge on the Binance Smart Chain (BSC). 
Paladin provides a user-centred examination of the smart contracts to look for 
vulnerabilities, logic errors or other issues from both an internal and external 
perspective. 

1.1  Summary 

1.2  Contracts Assessed 

Project Name Little Baby Doge

URL https://littlebabydoge.com/

Platform Binance Smart Chain

Language Solidity

Name Contract
Live Code 
Match

LittleBabyDoge 0xf67006f8d22edEbd1191f3E728ab9a90289e6C38 

MasterLBD 0x03b443efe3ebd85e83c80d271ca2138bafee7111

LBDPuppy 0x11ef904cd8e996cb0f65c5407d36d5450cb19abb

MATCH

MATCH

MATCH
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1.3  Findings Summary 

Classification of Issues 
 

Severity Found Resolved Partially Resolved
Acknowledged  

(no change made)

4 1 - 3

5 3 - 2

9 5 - 4

18 10 - 8

Total 36 19 - 17

 Low

 Medium

 High

 Informational

Severity Description

Exploits, vulnerabilities or errors that will certainly or probabilistically lead 
towards loss of funds, control, or impairment of the contract and its functions. 
Issues under this classification are recommended to be fixed with utmost 
urgency.

Bugs or issues with that may be subject to exploit, though their impact is 
somewhat limited. Issues under this classification are recommended to be fixed 
as soon as possible.

Effects are minimal in isolation and do not pose a significant danger to the 
project or its users. Issues under this classification are recommended to be fixed 
nonetheless. 

Consistency, syntax or style best practices. Generally pose a negligible level of 
risk, if any.

 Medium

 High

 Low

 Informational
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1.3.1 LittleBabyDoge  

ID Severity Summary Status

01 Ownership of contract can be regained after renounced or transferred

02 Lack of boundary limit checks for setting of sensitive state variables

03 Token transfers will fail if the swapBack is enabled and 
marketingFeeReceiver causes BNB transfers to revert

04 includeInReward causes a previously excluded address to gain 
reflection rewards at the expense of other addresses’ reflection fees

05 Sensitive state variable modifying functions can be changed 
instantaneously

06 Contract deployer is excluded from fees and maxTx in the constructor

07 addLiquidity function is not used

08 Lack of events for functions that change sensitive variables

09 Contracts that contain pooled LittleBabyDoge tokens should be 
excluded from rewards

10 Loss of precision due to division before multiplication

11 Unnecessary addition for swap deadline

12 LP tokens from addLiquidity are sent to owner

13 deadAddress can be set as constant instead of immutable

14 Swap paths can be set as state variables

15 charityAddress is not public 

MEDIUM

ACKNOWLEDGED

ACKNOWLEDGED

INFO ACKNOWLEDGED

MEDIUM

ACKNOWLEDGED

ACKNOWLEDGED

ACKNOWLEDGED

INFO

ACKNOWLEDGED

LOW ACKNOWLEDGED

LOW

HIGH

LOW

LOW ACKNOWLEDGED

INFO

ACKNOWLEDGED

HIGH

HIGH

ACKNOWLEDGED

ACKNOWLEDGED

ACKNOWLEDGED

INFO ACKNOWLEDGED

INFO

INFO

ACKNOWLEDGED

Page  of 6 39 Paladin Blockchain Security



1.3.2 MasterLBD 

ID Severity Summary Status

16 Lack of reentrancy protection for harvest related functions

17 emergencyWithdraw forces burning of Puppy tokens even for pools 
other than PID 0

18 totalStaked is not properly accounted for

19 Adding an address that does not implement the IBEP20 interface will 
cause massUpdatePools and updatePool to fail

20 Reward tokens in LBDPuppy will be stuck in the LBDPuppy contract if 
endBlock is before emissions are totally completed

21 checkPoolDuplicate can run out of gas if there are too many pools 
added

22 deposit function does not support fee on transfer tokens

23 setRewardPerBlock has no maximum safeguard

24 The pendingCake and updatePool function will revert if 
totalAllocPoint is zero 

25 Pool ID 0 will always have 1⁄3 of the totalAllocPoints

26 Rounding errors due to tokens with a very large supply can cause large 
supply tokens to receive zero emissions

27 devAddress is not a used variable

28 Functions can be set to external visibility

29 Lack of events emitted in functions that change state

30 Pool uses the contract balance to figure out the total deposits

31 State variables can be set as constant or immutable for gas 
optimization

32 emergencyWithdraw does not abide to the checks-effects-interactions 
pattern

33 msg.sender is unnecessarily cast to address(msg.sender)

RESOLVED

HIGH

RESOLVED

LOW

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

RESOLVED

ACKNOWLEDGED

RESOLVED

LOW

INFO

RESOLVEDLOW

INFO

RESOLVED

INFO

MEDIUM

LOW

INFO

LOW RESOLVED

RESOLVED

RESOLVED

MEDIUM

RESOLVED

INFO

RESOLVED

INFO

INFO

INFO

RESOLVED

MEDIUM

INFO
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1.3.3 LBDPuppy  

ID Severity Summary Status

34 Unchecked return value of transfer in safeLBDTransfer

35 Token can be defined as immutable

36 Some functions can be set to external visibility

INFO

INFO

INFO

RESOLVED

ACKNOWLEDGED

RESOLVED
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2  Findings 

2.1 LittleBabyDoge 

LittleBabyDoge is a reflective token, and is a Safemoon fork with some changes made. 
The total supply of LittleBabyDoge is 1,000,000,000,000,000 (one quadrillion). The 
number of decimal places is 9. 

There is a maximum amount per transaction that is set at a default of 0.02% of the 
total supply, which is 200,000,000,000 LittleBabyDoge. If a transfer greater than this 
amount is made, and the sender or recipient is not in isWhitelisted, the transaction 
will revert and not successfully complete. 

For each non-whitelisted transfer, 13% fees are enforced — 3% tax fee, 6% buyback 
fee, 3% marketing fee and 1% charity fee. The fee percentages can be changed by the 
owner, with no maximum or minimum caps. 

For each transfer, if there are sufficient LittleBabyDoge token balances in the token 

contract, the minimumTokensBeforeSwap amount of LittleBabyDoge would be 

swapped to BNB. Then, if there is more than 1 BNB balance in the contract, 1% of 

buyBackUpperLimit or the balance, which ever is smaller, will be used to buyback 

LittleBabyDoge tokens which will be sent to the burn address. 
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2.1.1 Token Overview 

Address 0xf67006f8d22edEbd1191f3E728ab9a90289e6C38

Token Supply 1,000,000,000,000,000 (one quadrillion)

Decimal Places 9

Transfer Max Size 200,000,000,000 with no lower cap

Transfer Min Size No minimum

Transfer Fees 13% with no upper cap
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2.1.2 Privileged Roles 

The following functions can be called by the owner of the contract: 

• transferOwnership 

• renounceOwnership 

• lock 

• excludeFromReward 

• includeInReward 

• excludeFromFee 

• includeInFee 

• setWhitelist 

• setTaxFee 

• setBuybackFee 

• setMaxTxAmount 

• setMarketingFee 

• setCharityFee 

• setNumTokensSellToAddToLiquidity 

• setBuybackUpperLimit 

• setMarketingAddress 

• setCharityAddress 

• setSwapAndLiquifyEnabled 

• setBuyBackEnabled 

• presale 
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2.1.3 Issues & Recommendations 

Issue #01 Ownership of contract can be regained after renounced or transferred

Severity

Description By doing the following, it is possible for the owner to regain the 
contract owner role even after transferOwnership or 
renounceOwnership has been called. 

An example would be how the owner can regain being the contract 
owner even after renouncing ownership to the zero address so that all 
onlyOwner functions can no longer be called. 

1. Let the owner address be A. Call lock to set _previousOwner to the 
current owner, and time to 0 so that unlock can be called without 
any delay. 

2. Call unlock, so that ownership reverts from the zero address back 
to the _previousOwner. However, _previousOwner is still set as the 
A. 

3. renounceOwnership to burn ownership. 

4. Call unlock to regain the ownership.

Recommendation Use the Openzeppelin Ownable contract (https://github.com/
OpenZeppelin/openzeppelin-contracts/blob/master/contracts/access/
Ownable.sol) which does not have the lock and unlock functions.

Resolution

HIGH SEVERITY

 
The contract has already been deployed and the team does not wish to 
redeploy, so all issues in the token contract will be marked as 
acknowledged.

ACKNOWLEDGED
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Issue #02 Lack of boundary limit checks for setting of sensitive state variables

Severity

Description The owner can use the following setter functions to modify sensitive 
state variables without any limitations, and cause unexpected behavior 
to users of the token. 

- setTaxFee 
The taxFee can be set to an extremely high value, even above 100% 
as there is no maximum limit check. 

- setBuybackFee 
The buyBackFee can be set to an extremely high value, even above 
100% as there is no maximum limit check. 

- setMarketingFee 
The marketingFee can be set to an extremely high value, even 
above 100% as there is no maximum limit check. 

- setCharityFee 
The charityFee can be set to an extremely high value, even above  
100% as there is no maximum limit check. 

In the case any of these fees surpass 100%, all transfers that incur fees 
will fail due to the integer underflow error when fees are subtracted. 

- setMaxTxAmount 
The _maxTxAmount can be set to 0, disallowing any transfers except 
by whitelisted addresses. 

- setNumTokensSellToAddToLiquidity 
If minimumTokensBeforeSwap is set to 0, or a value that is too low to 
allow a successful swap, token transfers would fail. 

-  setBuybackUpperLimit 
If buyBackUpperLimit is set to  a value that is too low to allow a 
successful swap, token transfers would fail.

Recommendation There should be a reasonable maximum/minimum cap check in the 
above setter functions.

Resolution

HIGH SEVERITY

ACKNOWLEDGED
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Issue #03 Token transfers will fail if the swapBack is enabled and 
marketingFeeReceiver causes BNB transfers to revert

Severity

Location Line 1024~ 
function transferToAddressETH(address payable recipient, uint256 
amount) private { 
        recipient.transfer(amount); 
}

Description If the charityAddress or marketingAddress is changed to an address 
of a smart contract which does not have a fallback function 
implemented, or a fallback function which consumes more than 2300 
gas, all token transfers will fail due to the native BNB transfer in 
swapBack.

Recommendation Consider transferring wBNB instead of native BNB.

Resolution ACKNOWLEDGED

HIGH SEVERITY

Issue #04 includeInReward causes a previously excluded address to gain 
reflection rewards at the expense of other addresses’ reflection fees

Severity

Description As described in this blog article, a previously excluded address would 
gain some reflection fees at the expense of other addresses’ reflection 
fees. This could cause a loss of some balances of users. This is done 
because _rOwned is not updated in includeInFee. 

This function is only callable by the contract’s owner.

Recommendation Consider never including a previously excluded address.

Resolution

MEDIUM SEVERITY

ACKNOWLEDGED
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Issue #05 Sensitive state variable modifying functions can be changed 
instantaneously

Severity

Description The following functions can be called to change state variables without 
any timelock:  
- excludeFromReward 
- includeInReward 
- excludeFromFee 
- includeInFee 
- setWhitelist 
- setTaxFee 
- setBuybackFee 
- setMaxTxAmount 
- setMarketingFee 
- setCharityFee 
- setNumTokensSellToAddToLiquidity 
- setBuybackUpperLimit 
- setMarketingAddress 
- setCharityAddress 
- setSwapAndLiquifyEnabled 
- setBuyBackEnabled 

Each of these functions can result in behavior that differs from 
expectations on how the token contract should behave. 

The current owner is 
0x153165f32be62b68589d0369723d01ef9119585a, an externally owned 
address.

Recommendation The owner of the contract should be set to a reasonably delayed 
timelock to allow users to react to any upcoming changes.

Resolution

MEDIUM SEVERITY

ACKNOWLEDGED
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Issue #06 Contract deployer is excluded from fees and maxTx in the constructor

Severity

Description When the contract is created, the owner address is added to the 
_isExcludedFromFee mapping in the constructor.

Recommendation Set the contract deployer address in _isExcludedFromFee to false.

Resolution ACKNOWLEDGED

LOW SEVERITY

Issue #07 addLiquidity function is not used

Severity

Description Although the code mentions using tokens to swap and provide liquidity, 
such as swapAndLiquify and setNumTokensSellToAddToLiquidity, 
the addLiquidity function is never used as LittleBabyDoge tokens 
are sold for BNB, but the BNB is never used to provide liquidity. This 
contradicts the code variable naming.

Recommendation Confirm if liquidity should be provided using the BNB obtained from 
the sale of LittleBabyDoge tokens and LittleBabyDoge tokens in the 
token contract. If there is no liquidity provided, consider removing the 
addLiquidity function.

Resolution ACKNOWLEDGED

LOW SEVERITY
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Issue #08 Lack of events for functions that change sensitive variables

Severity

Description Functions that affect the status of sensitive variables such as whitelists 
and fee percentages should emit events. 

- excludeFromReward 

- includeInReward 

- excludeFromFee 

- includeInFee 

- setWhitelist 

- setTaxFee 

- setBuybackFee 

- setMaxTxAmount 

- setMarketingFee 

- setCharityFee 

- setNumTokensSellToAddToLiquidity 

- setBuybackUpperLimit 

- setMarketingAddress 

- setCharityAddress 

- presale

Recommendation Add events for the above setter functions which modify sensitive state 
variables.

Resolution ACKNOWLEDGED

LOW SEVERITY
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Issue #09 Contracts that contain pooled LittleBabyDoge tokens should be 
excluded from rewards

Severity

Description Contracts such as liquidity pool contracts, staking contracts or reward 
contracts holding LittleBabyDoge tokens should be excluded from  

For LP contracts, if they are not excluded from receiving reflection 
rewards, skimming of tokens would be possible, per this article. 

For staking contracts such as Masterchef or reward contracts such as 
those holding the tokens for the rewards, the reflection rewards will 
cause the balance of such contracts to grow, but without proper 
calculations that take reflection into consideration, those additional 
rewards could possibly be stuck in the contract.

Recommendation Consider excluding such contracts from reflection rewards.

Resolution ACKNOWLEDGED

LOW SEVERITY

Issue #10 Loss of precision due to division before multiplication

Severity

Location Line 732~ 
transferToAddressETH(charityAddress,   
    transferredBalance.div(_liquidityFee).mul(charityFee)); 
transferToAddressETH(marketingAddress,  
    transferredBalance.div(_liquidityFee).mul(marketingFee));

Description As division is done before multiplication in the following, there could be 
a loss of precision when calculating the amount of BNB to be sent to 
the charity and marketing address.

Recommendation Consider doing multiplication before division.

Resolution ACKNOWLEDGED

INFORMATIONAL
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Issue #11 Unnecessary addition for swap deadline

Severity

Description In swapETHForTokens, the deadline is calculated as the following: 

uniswapV2Router.swapExactETHForTokensSupportingFeeOnTransferTokens
{value: amount}( 
        0, // accept any amount of Tokens 
        path, 
        deadAddress, // Burn address 
        block.timestamp.add(300) 
); 

The addition of 300 seconds is unnecessary, as the swap will still 
succeed with just the use of block.timestamp.

Recommendation Use block.timestamp for the swap function deadline.

Resolution

INFORMATIONAL

ACKNOWLEDGED
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Issue #12 LP tokens from addLiquidity are sent to owner

Severity

Location Line 786~ 
uniswapV2Router.addLiquidityETH{value: ethAmount}( 
        address(this), 
        tokenAmount, 
        0, // slippage is unavoidable 
        0, // slippage is unavoidable 
        owner(), 
        block.timestamp 
);

Description Although the addLiquidity function is not used in the contract, the 
code shows that LP tokens provided from the addLiquidity are sent to 
the owner, who will be able to decompose the LPs and obtain the 
underlying tokens.

Recommendation Consider setting the to address for adding of liquidity to a burn 
address, ensuring that the received liquidity pool tokens are locked 
forever.

Resolution

INFORMATIONAL

ACKNOWLEDGED

Issue #13 deadAddress can be set as constant instead of immutable

Severity

Description As the deadAddress is defined outside of the constructor, it can be set 
to constant instead of immutable.

Recommendation Use the constant keyword instead of immutable.

Resolution

INFORMATIONAL

ACKNOWLEDGED
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Issue #14 Swap paths can be set as state variables

Severity

Description As the swap path used in swapTokensForEth and swapETHForTokens 
are fixed, they can be declared in the constructor after the creation of 
the pair. Doing so reduces the need to declare it each time before 
swapping.

Recommendation Declare state variables for the paths used for the swap, and set their 
values in the constructor.

Resolution ACKNOWLEDGED

INFORMATIONAL

Issue #15 charityAddress is not public

Severity

Description As the charityAddress is not public, it is not easy for third-party 
inspectors to verify what the address is.

Recommendation Consider setting charityAddress to public for more transparency.

Resolution ACKNOWLEDGED

INFORMATIONAL
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2.2 MasterLBD 

The MasterLBD is a fork of Pancakeswap’s Masterchef with some slight changes made. 
Instead of minting rewards, rewards are pre-minted and stored in the LBDPuppy 
contract, which the Masterchef is the owner of, and calls it to make reward token 
transfers when users harvest rewards. 

Unlike the Pancakeswap Masterchef where there is no endBlock, MasterLBD has an 

end block at which emissions will end. This is set upon deployment in the constructor, 
and can be modified by the owner. 

Unlike staking in any other pool ID, pool ID 0 will mint puppy tokens at a 1 to 1 ratio of 
the deposited tokens received by contract. Unstaking from pool ID 0 will require a 
burning of puppy tokens for the amount withdrawn, at the same 1 to 1 ratio.  

2.2.1 Privileged Roles 

The following functions can be called by the owner of the contract: 

• transferOwnership 

• renounceOwnership 

• add 

• set 

• setRewardPerBlock 

• setEndBlock 

• stopReward 

The following functions can be called by the devAddr: 

• dev 
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2.2.2 Issues & Recommendations 

Issue #16 Lack of reentrancy protection for harvest related functions

Severity

Description If the rewards token used has some form of callback functionality on 
transfer, it would be possible to conduct a reentrancy attack to drain 
the rewards as the rewardDebt is only updated after the transfer of the 
reward token.

Recommendation Add nonReentrant modifiers to deposit, withdraw, enterStaking, 
leaveStaking and emergencyWithdraw.

Resolution  
The nonReentrant modifier has been added to the above mentioned 
functions.

RESOLVED

HIGH SEVERITY
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Issue #17 emergencyWithdraw forces burning of Puppy tokens even for pools 
other than PID 0

Severity

Location Line 311~ 
function emergencyWithdraw(uint256 _pid) public { 
    PoolInfo storage pool = poolInfo[_pid]; 
    UserInfo storage user = userInfo[_pid][msg.sender]; 
    puppy.burn(msg.sender, user.amount); 
    pool.lpToken.safeTransfer(address(msg.sender), user.amount); 
    emit EmergencyWithdraw(msg.sender, _pid, user.amount); 
    user.amount = 0; 
    user.rewardDebt = 0; 
}

Description Regardless of the pid, puppy.burn is called in emergecyWithdraw. 

This can cause the following issues: 

- Users who have never deposited into pid 0 before will be unable to 
call emergencyWithdraw as they do not have any Puppy tokens. 

- Users who hold Puppy tokens as well as deposited into other pools in 
MasterLBD will get  their Puppy tokens burned even if 
emergencyWithdraw is called for another pool besides pid 0.

Recommendation The burn should only be done for pid 0. The following check can be 
added: 

if (_pid == 0) { 
    puppy.burn(msg.sender, user.amount); 
}

Resolution

MEDIUM SEVERITY

 
The puppy token is no longer used. It only acts as a contract to hold 
minted rewards that are to be claimed by users.

RESOLVED
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Issue #18 totalStaked is not properly accounted for

Severity

Description totalStaked is only accounted for in enterStaking and 
leaveStaking, but not in deposit, withdraw, or emergencyWithdraw. 

The totalStaked amount of pid 0 can be manipulated in the following 
manner: 

- User calls EnterStaking and the contract receives 100 tokens. 
totalStaked for pid 0 is now 100. 

- User calls emergencyWithdraw and 100 tokens are transferred out of 
the contract. However, the totalStaking has not decreased and is 
still 100. 

- By doing so, it is possible to inflate the totalStaking amount.

Recommendation Increment totalStaked by the amount received by the contract in the 
deposit function, and decrement totalStaked by the withdrawn 
amount in withdraw and emergencyWithdraw. 

Once this fix has been done, pool.totalStaked can then also be used 
as lpSupply in updatePool and pendingCake, instead of the token’s 
balanceOf function.

Resolution  
totalStaked is now properly accounted for in all deposit and 
withdraw functionalities.

RESOLVED

MEDIUM SEVERITY
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Issue #19 Adding an address that does not implement the IBEP20 interface will 
cause massUpdatePools and updatePool to fail

Severity

Description If the owner adds an address that does not have the IBEP20 interface 
implemented, any functions that call the pool’s token address will 
revert. This would result in massUpdatePools being unusable as 
updatePool will be called for the affected pool id and revert.  

Not being able to call massUpdatePools would result in new pool 
additions affecting existing pool pending rewards as massUpdatePools 
is required to be called each time an addition or change is made to any 
pool to ensure that existing pools get their fair due rewards before the 
allocation among pools is changed.

Recommendation Add a sanity check in the add function when adding a token to a new 
pool. 

_lpToken.balanceOf(address(this));

Resolution  
The sanity check has been added.

RESOLVED

MEDIUM SEVERITY
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Issue #20 Reward tokens in LBDPuppy will be stuck in the LBDPuppy contract if 
endBlock is surpassed before emissions are totally completed

Severity

Description If the lbdPerBlock is miscalculated such that the full supply of rewards 
in the LBDPuppy contract are not emitted by the endBlock, the 
remaining reward tokens would not be withdrawable from the 
LBDPuppy contract. 

Similarly, the same would occur if the owner ends the rewards 
prematurely using setEndBlock or stopReward.

Recommendation Consider adding an onlyOwner function which allows the withdrawal of 
reward tokens from LBDPuppy only after the endBlock has passed. 
However, do note that the owner can misuse this by setting endBlock 
prematurely to withdraw the rewards.

Resolution  
emergencyRewardWithdraw is an added function to allow the owner to 
withdraw reward tokens from LBDPuppy. There is a check that ensures 
that it can only be called 30 days after the end block: 

require(endBlock.add(28800 * 30) < block.number, "withdraw not 
allowed");

RESOLVED

LOW SEVERITY
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Issue #21 checkPoolDuplicate can run out of gas if there are too many pools 
added

Severity

Description As checkPoolDuplicate uses a for loop to loop through all pids to 
check if an address has already been added, if the number of pids 
grows massively, the loop can run out of gas. 

Line 105~ 
function checkPoolDuplicate(IBEP20 _lpToken) public view { 
    uint256 length = poolInfo.length; 
    for (uint256 _pid = 0; _pid < length; _pid++) { 
        require(poolInfo[_pid].lpToken != _lpToken, "add: existing 
pool"); 
    } 
} 

In such a case, no more new pools can be added.

Resolution Use a mapping instead of array to keep track of addresses of tokens 
which have been added to the pool: 

mapping(IBEP20 => bool) public poolExistence; 

modifier nonDuplicated(IBEP20 _lpToken) { 
    require(poolExistence[_lpToken] == false, "nonDuplicated: 
duplicate pool"); 
    _; 
} 

This can be used to replace the checkPoolDuplicate function: 
function add(uint256 _allocPoint, IBEP20 _lpToken, bool 
_withUpdate) public onlyOwner nonDuplicated(_lpToken) { 
    if (_withUpdate) { 
        massUpdatePools(); 
    } 
    uint256 lastRewardBlock = block.number > startBlock ? 
block.number : startBlock; 
    totalAllocPoint = totalAllocPoint.add(_allocPoint); 
    poolInfo.push(PoolInfo({ 
        lpToken: _lpToken, 
        allocPoint: _allocPoint, 
        lastRewardBlock: lastRewardBlock, 
        accLBDPerShare: 0, 
        totalStaked: 0 
    })); 
    poolExistence[_lpToken] = true; 
    updateStakingPool(); 
}

Resolution

LOW SEVERITY

 
The recommendation has been implemented.

RESOLVED
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Issue #22 deposit function does not support fee on transfer tokens

Severity

Description Unlike the enterStaking function, the deposit function does not 
account for fee on transfer tokens. This can result in lesser tokens 
being received by the contract than the amount added for accounting. 
Over time, with withdrawals being done, it will result in the contract 
having less tokens that it has accounted for.

Recommendation Consider adding the same after - before check to obtain the actual 
amount of tokens received by the contract, and use that to increment 
the user.amount.

Resolution  
Both deposit and enterStaking now have the checks to obtain the 
actual amount of tokens received.

RESOLVED

LOW SEVERITY

Issue #23 setRewardPerBlock has no maximum safeguard

Severity

Description The function to update rewards currently has no safeguard on its 
maximum value. Projects sometimes accidentally update their emission 
rate to a severely high number either by accident or with malicious 
intent.

Recommendation Consider adding a MAX_EMISSION_RATE variable and setting it to a 
reasonable value. 

require(_lbdPerBlock <= MAX_EMISSION_RATE,”Too high”);

Resolution  
A MAX_EMISSION_RATE check has been added.

RESOLVED

LOW SEVERITY
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Issue #24 The pendingCake and updatePool function will revert if 
totalAllocPoint is zero

Severity

Description In the pendingCake and updatePool functions, at some point a division 
is made by the totalAllocPoint variable. If all pools have their 
rewards set to zero, this variable will be zero as well. Functions such as 
deposit and withdraw that call updatePool will revert.

Recommendation Consider only calculating the accumulated rewards since the 
lastRewardBlock if the totalAllocPoint variable is greater than zero. 
The following  check can be added to the existing check: 

if (block.number > pool.lastRewardBlock  && lpSupply != 0 && 
totalAllocPoint > 0) {

Resolution

LOW SEVERITY

 
The recommendation has been implemented.

RESOLVED

Issue #25 Pool ID 0 will always have ⅓ of the totalAllocPoints

Severity

Description Due to the updateStakingPool function being called each time a pool 
is added or set, PID 0 will always have ⅓ of the emissions. This can 
become an issue if the project decides to change the emission model in 
the future.

Recommendation Confirm if this is intended behavior.

Resolution ACKNOWLEDGED

INFORMATIONAL
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Issue #26 Rounding errors due to tokens with a very large supply can cause large 
supply tokens to receive zero emissions

Severity

Location Line 61 
uint256 public DECIMALS = 1e12; 

Line 217 
pool.accLBDPerShare = 
pool.accLBDPerShare.add(tokenReward.mul(DECIMALS).div(lpSupply));

Description Within updatePool, deposit, withdraw and the pending rewards 
function, accLBDPerShare is based upon the lpSupply variable. 

However, if this lpSupply becomes an extremely large value, this will 
cause precision errors due to rounding. This has been observed when 
pools decide to add tokens with huge supplies and no decimals.

Recommendation Consider increasing precision to 1e18 across the entire contract.

Resolution

INFORMATIONAL

 
1e18 is now used as the precision.

RESOLVED

Issue #27 devAddress is not a used variable

Severity

Description The devAddress is defined in the constructor, and has a setter function, 
but is never used anywhere else in the contract.

Recommendation Consider removing the devAddress state variable as well as the setter 
function.

Resolution  
devAddress and related code have been removed.

RESOLVED

INFORMATIONAL
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Issue #28 Functions can be set to external visibility

Severity

Description The following functions are never used within the same contract, and 
can be set to external: 
- add 

- set 

- deposit 

- withdraw 

- enterStaking 

- leaveStaking 

- emergencyWithdraw 

- getLBDTokenFeeBalance 

- totalLBDTokenBalance 

- getPoolInfo 

- dev

Recommendation Set the above functions to external.

Resolution

INFORMATIONAL

 
The functions have been made external.

RESOLVED
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Issue #29 Lack of events emitted in functions that change state

Severity

Description The following functions cause state changes to the contract, but do not 
emit any events: 
- add 

- set 

- setRewardPerBlock 

- setEndBlock 

- stopReward 

- dev

Recommendation Emit events for the above functions.

Resolution

INFORMATIONAL

 
Events are now emitted.

RESOLVED

Issue #30 Pool uses the contract balance to figure out the total deposits

Severity

Description The total number of tokens in the contract is used to determine the 
total number of deposits. This can cause dilution of rewards when 
people accidentally send tokens to the masterchef, or if the pool’s 
deposit token is the same as the reward token.

Recommendation Consider using the totalStaked variable to the PoolInfo that keeps 
track of the total deposits. This has to be incremented on deposit, and 
decremented on withdraw/emergencyWithdraw.

Resolution

INFORMATIONAL

 
totalStaked has been added and used for lpSupply.

RESOLVED
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Issue #31 State variables can be set as constant or immutable for gas 
optimization

Severity

Description The following state variables can be set as constant as they are 
declared once and never changed: 

uint256 public DECIMALS = 1e12; 

The following state variables can be set as immutable as they are set 
once in the constructor and never changed: 

IBEP20 public token; 
LBDPuppy public puppy;

Recommendation Consider making the above mentioned changes.

Resolution

INFORMATIONAL

 
The recommendations have been implemented.

RESOLVED

Issue #32 emergencyWithdraw does not abide to the checks-effects-interactions 
pattern

Severity

Description In emergencyWithdraw, the external call is made before the state 
changes are done.

Recommendation Refactor the code to follow the  checks-effects-interactions pattern. 

PoolInfo storage pool = poolInfo[_pid]; 
UserInfo storage user = userInfo[_pid][msg.sender]; 
uint256 amount = user.amount; 
user.amount = 0; 
user.rewardDebt = 0; 
if (_pid == 0) { 
    puppy.burn(msg.sender, amount); 
} 
pool.lpToken.safeTransfer(msg.sender, amount); 
emit EmergencyWithdraw(msg.sender, _pid, amount);

Resolution

INFORMATIONAL

 
The code has been refactored to adhere to the checks-effects-
interactions pattern.

RESOLVED
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Issue #33 msg.sender is unnecessarily cast to address(msg.sender)

Severity

Description The msg.sender is unnecessarily casted to address(msg.sender) 
throughout the contract when used with 
pool.lpToken.safeTransfer().

Recommendation Consider replacing all occurrences of address(msg.sender) with 
msg.sender.

Resolution

INFORMATIONAL

 
address(msg.sender) has been replaced with msg.sender.

RESOLVED
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2.3 LDBPuppy 

The LBDPuppy is a contract that holds the reward LittleBabyDoge tokens. When an 
account harvests its pending reward from the Masterchef, the tokens will be 
transferred to the account’s address.  

When an account deposits into pool ID 0 in the Masterchef, an equal amount of 
deposited LBDPuppy tokens will be minted. When an account withdraws tokens from 
pool ID 0, it will require the same amount of LBDPuppy as the withdrawal amount 
specified to be burned. 

2.3.1 Privileged Roles 

The following functions can be called by the owner (MasterLBD) of the contract: 

• mint 

• burn 

• safeLBDTransfer 

• transferOwnership 

• renounceOwnership 
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2.3.2 Issues & Recommendations 

Issue #34 Unchecked return value of transfer in safeLBDTransfer

Severity

Description Although token.transfer returns a boolean, the value is unchecked.

Recommendation As the token is a BEP20 type using safeBEP20, consider using 
safeTransfer instead of transfer.

Resolution

INFORMATIONAL

ACKNOWLEDGED

Issue #35 Token can be defined as immutable

Severity

Description As token is defined in the constructor and never changed, it can be 
defined as immutable for gas optimization.

Recommendation Add the immutable keyword for the token state variable.

Resolution

INFORMATIONAL

 
The token is now set as immutable.

RESOLVED

Page  of 37 39 LDBPuppy Paladin Blockchain Security



Issue #36 Some functions can be set to external visibility

Severity

Description The following functions are never used within the same contract, and 
can be set to external: 
- mint 

- burn 

- safeLBDTransfer 

- deposit

Recommendation Consider setting the above functions to external.

Resolution  
mint and burn have been removed. safeLBDTransfer and deposit are 
set as external.

RESOLVED

INFORMATIONAL
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