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Disclaimer 
Paladin Blockchain Security (“Paladin”) has conducted an independent audit to verify the integrity 
of and highlight any vulnerabilities or errors, intentional or unintentional, that may be present in 
the codes that were provided for the scope of this audit. This audit report does not constitute 
agreement, acceptance or advocation for the Project that was audited, and users relying on this 
audit report should not consider this as having any merit for financial advice in any shape, form or 
nature. The contracts audited do not account for any economic developments that may be pursued 
by the Project in question, and that the veracity of the findings thus presented in this report relate 
solely to the proficiency, competence, aptitude and discretion of our independent auditors, who 
make no guarantees nor assurance that the contracts are completely free of exploits, bugs, 
vulnerabilities or deprecation of technologies. Further, this audit report shall not be disclosed nor 
transmitted to any persons or parties on any objective, goal or justification without due written 
assent, acquiescence or approval by Paladin. 

All information provided in this report does not constitute financial or investment advice, nor 
should it be used to signal that any persons reading this report should invest their funds without 
sufficient individual due diligence regardless of the findings presented in this report. Information is 
provided ‘as is’, and Paladin is under no covenant to the completeness, accuracy or solidity of the 
contracts audited. In no event will Paladin or its partners, employees, agents or parties related to 
the provision of this audit report be liable to any parties for, or lack thereof, decisions and/or 
actions with regards to the information provided in this audit report.  

Cryptocurrencies and any technologies by extension directly or indirectly related to 
cryptocurrencies are highly volatile and speculative by nature. All reasonable due diligence and 
safeguards may yet be insufficient, and users should exercise considerable caution when 
participating in any shape or form in this nascent industry. 

The audit report has made all reasonable attempts to provide clear and articulate 
recommendations to the Project team with respect to the rectification, amendment and/or revision 
of any highlighted issues, vulnerabilities or exploits within the contracts provided. It is the sole 
responsibility of the Project team to sufficiently test and perform checks, ensuring that the 
contracts are functioning as intended, specifically that the functions therein contained within said 
contracts have the desired intended effects, functionalities and outcomes of the Project team. 
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1  Overview 
This report has been prepared for Squid Game on the Polygon network. Paladin 
provides a user-centred examination of the smart contracts to look for 
vulnerabilities, logic errors or other issues from both an internal and external 
perspective. 

1.1  Summary 

1.2  Contracts Assessed 
Paladin has audited the contracts listed below and have confirmed that contracts 
deployed match the ones we have audited. Note that the pre-sale contracts were 
not included in the audit scope. 

Project Name Squid Game

URL https://playsquid.games/

Platform Polygon

Language Solidity

Name Contract
Live Code 
Match

SquidToken 0x54c66aFd1D37107b1eA1894C6d03Ee4b2A1543ff

MasterChef 0xd596dCE850DBc08365280f8f3d698bE575ff24bF

SquidGame 0x4146db42819734868fdB7684f100dC12d67fF845

Timelock 0xFA6C9CFa74f2920e6a1309A891Dd3f2bB2db64A8

MATCH

MATCH

MATCH

MATCH
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1.3  Findings Summary 

Classification of Issues 
 

Severity Found Resolved
Partially 
Resolved

Acknowledged 
(no change made)

4 3 - 1

1 1 - -

2 2 - -

11 10 - 1

Total 18 16 - 2

 High

 Low

 Informational

 Medium

Severity Description

Exploits, vulnerabilities or errors that will certainly or probabilistically lead 
towards loss of funds, control, or impairment of the contract and its 
functions. Issues under this classification are recommended to be fixed with 
utmost urgency.

Bugs or issues with that may be subject to exploit, though their impact is 
somewhat limited. Issues under this classification are recommended to be 
fixed as soon as possible.

Effects are minimal in isolation and do not pose a significant danger to the 
project or its users. Issues under this classification are recommended to be 
fixed nonetheless. 

Consistency, syntax or style best practices. Generally pose a negligible level 
of risk, if any.

 Informational

 High

 Low

 Medium
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1.3.1 SquidToken 

1.3.2 MasterChef 

ID Severity Summary Status

01 mint function can be used to pre-mint large amounts of tokens 
before ownership is transferred to the Masterchef

LOW
PARTIAL

ID Severity Summary Status

02 Fundamentally incorrect kept rewards calculation allows an 
exploiter to amplify their rewards without limit 

03 pendingSquid uses msg.sender instead of the provided sender 
address

04 Rounding vulnerability to tokens with a very large supply can cause 
large supply tokens to receive zero emissions 

05 msg.sender is unnecessarily cast to address(msg.sender)

06 Lack of indexing for event parameters

07 squid, squidGame and startBlock can be made immutable

08 Unused variable: rewardSharesDebt

09 Typographical errors

10 Constructor does not test the passed in IERC20 address

RESOLVED

RESOLVED

INFO

RESOLVED

INFO RESOLVED

RESOLVED

INFO RESOLVED

MEDIUM

RESOLVED

INFO

ACKNOWLEDGED

INFO

HIGH
RESOLVED

INFO

INFO
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1.3.3 SquidGame 

1.3.4 Timelock 

No issues found. 

ID Severity Summary Status

11 startGame will revert if the Masterchef is currently in a squid game, 
which could override previous games 

12 Contract will run out of Squid tokens due to the inflated win amount 
on each step

13 Blockhash is used to compute random numbers, which leads to low 
entropy and predictability and the inability to win after 256 blocks

14 finishGame is vulnerable to reentrancy

15 lostStep starts at 3 while they have not lost yet and incorrectly set 
to instead of the actual step they lost at 

16 Only some of the variables in the Game struct are reset

17 lostStep can be moved above amount in the Game struct

18 The third index of winPercents is never used

RESOLVED

HIGH

RESOLVED

RESOLVED

RESOLVEDLOW

HIGH

HIGH

INFO

RESOLVED

RESOLVED

ACKNOWLEDGED

RESOLVED

INFO

INFO

INFO
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2  Findings 

2.1  SquidToken 

The SquidToken token is a simple ERC-20 token which will be used as the main 
reward token for the Masterchef. It allows for SquidToken tokens to be minted when 

the mint function is called by the owner of the contract, which at the time of 

deployment would be the SquidGame team. Generally, ownership of the token 
contract will be transferred to the Masterchef. Users should therefore carefully 
inspect that this account has been correctly initialized to the Masterchef.  

2.1.1 Token Overview 

2.1.2 Privileged Roles 

The following functions can be called by the owner of the contract: 
• mint 

• renounceOwnership 

• transferOwnership 

Address 0x54c66aFd1D37107b1eA1894C6d03Ee4b2A1543ff

Token Supply Unlimited

Decimal Places 18

Transfer Max Size No maximum

Transfer Min Size No minimum

Transfer Fees None

Pre-mints 2,000,000
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2.1.3 Issues & Recommendations 

Issue #01 mint function can be used to pre-mint large amounts of tokens 
before ownership is transferred to the Masterchef

Severity

Description The mint function could be used to pre-mint tokens for legitimate 
uses including, but not limited to, the injection of initial liquidity, 
token presale, or airdrops; however, this function may also be used 
to pre-mint and dump tokens when the token contract has been 
deployed but before ownership is set to the Masterchef contract.  

This risk is prevalent amongst less-reputable projects, and any pre-
mints can be prominently seen on the Blockchain.

Recommendation Consider being forthright if this mint function is to be used by 
letting your community know how much was minted, where they are 
currently stored, if a vesting contract was used for token unlocking, 
and finally the purpose of the mints.

Resolution

LOW SEVERITY

 
The client has pre-minted 2,000,000 tokens and ownership of the 
contract has been transferred to the Masterchef.

RESOLVED
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2.2  MasterChef 

The Masterchef is a modified fork of the Panther Masterchef. Just like Panther, 
rewards can only be harvested after an interval, which is 8 hours and cannot be 
changed for all pools. Each time rewards are actually claimed, the player enters in a 
squid game which they must complete until they can claim another time after 8 
hours expire.  

There is also a referral mechanism which goes three levels deep. The first referral 
level receives 6% of the harvest value, the second level 3% and the third level 1%. 
The harvester themselves also only receive 10% of the harvested amount while the 
remaining 90% is gambled in Squid Game with an expected value 12.5% if the user 
plays Squid Game optimally. Therefore, on average, 78.5% of the harvested tokens 
are lost to the Squid Game. The client has finally improved upon the traditional 
Masterchef by limitting deposit fees to 5%. 

2.2.1 Privileged Roles 

The following functions can be called by the owner of the Masterchef: 

• add  

• set 

• setFeeAddress 

• updateEmissionRate 

• transferOwnership 

• renounceOwnership 
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2.2.2 Issues & Recommendations 

Issue #02 Fundamentally incorrect kept rewards calculation allows an 
exploiter to amplify their rewards without limit

Severity

Location Lines 318-321 

function _keepPending(uint256 _pid, address _user) internal 

{ 

    UserInfo storage user = userInfo[_pid][_user]; 

    user.rewardKept += pendingSquid(_pid, _user); 

} 

Lines 323-327 

function pendingSquid(uint256 _pid, address _user) internal 

view returns (uint) { 

    UserInfo storage user = userInfo[_pid][_user]; 

 

    return user.rewardKept + _pendingSquid(_pid, 

msg.sender); 

}

Description Within the SquidGame Masterchef, the rewardKept variable keeps 
track of the stored rewards a user can harvest after deposits and 
withdrawals. However, due to a critical error, this variable is always 
doubled whenever a deposit or withdrawal is made since the 
pendingSquid function also returns the rewardKept variable. This 
allows someone to keep doubling their pending rewards by simply 
depositing zero tokens and would have inevitably led to the 
drainage of all native tokens within the masterchef.

Recommendation Consider incrementing user.rewardKept directly by the pending 
value. Since updatePool has been called before this, there is also 
absolutely no reason to include the complex _pendingSquid 
function. 

user.rewardKept += user.amount * pool.accSquidPerPower / 

1e12 - user.rewardDebt; 

❗ Consider furthermore making pendingSquid public/external to 
allow the frontend to indicate how much tokens are harvestable.

HIGH SEVERITY
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Resolution  
The _keepPending function has been removed in favor of: 

user.rewardKept += _pendingSquid(_pid, msg.sender); 

It should be noted that there is a slight double calculation within 
_pendingSquid as updatePool is already called before this, causing 
a slight increase in gas usage.

RESOLVED

Issue #03 pendingSquid uses msg.sender instead of the provided sender 
address

Severity

Description pendingSquid is provided with an address to calculate the pending 
tokens for and instead uses msg.sender which could lead to 
manipulation/exploitation of pending rewards. 

In the current contract, that issue cannot cause harm since the 
_user variable is redundant with msg.sender within this codebase. 
However, since others may start forking this project and changing 
the code, we have made it medium severity to prevent exploits in 
future codebases from occurring. 

❗  This function should be made public

Recommendation Consider using the passed in _user variable instead of msg.sender.

Resolution

MEDIUM SEVERITY

 
The function now uses the provided _user variable and has been 
made public.

RESOLVED
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Issue #04 Rounding vulnerability to tokens with a very large supply can cause 
large supply tokens to receive zero emissions

Severity

Description Within updatePool, deposit, withdraw and the pending rewards 
function, accSquidPerPower is based upon the pool.amount 
variable. 

pool.accSquidPerPower += squidReward * 1e12 / pool.amount; 

However, if this pool.amount becomes a severely large value, this 
will cause precision errors due to rounding. This is famously seen 
when pools decide to add meme-tokens which usually have huge 
supplies and no decimals.

Recommendation Consider increasing precision to 1e18 across the entire contract. It 
should be noted that even a precision of 1e18 has been considered 
small when tokens like PolyDoge were added to Masterchefs of our 
client.  

In case the client thinks it is possible that such tokens will be added, 
we recommend testing which precision variable is most appropriate 
to support them without potentially reverting due to overflows.

Resolution ACKNOWLEDGED

INFORMATIONAL

Issue #05 msg.sender is unnecessarily cast to address(msg.sender)

Severity

Description The msg.sender is cast to address(msg.sender) throughout the 
contract when used with pool.lpToken.safeTransfer(). This is 
unnecessary.

Recommendation Consider replacing it with msg.sender.

Resolution

INFORMATIONAL

RESOLVED
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Issue #06 Lack of indexing for event parameters

Severity

Description Essential identifying parameters within events should be marked as 
indexed. This allows for off-chain components to filter events only 
including these values.

Recommendation Add indices to the key variables within the events you might want to 
filter on. This could be the pool id or addresses in the SetDev and 
SetFee function. 

❗ Consider adding an indexed pool id parameter to the AddPool 
event as well.

Resolution  
The necessary functions have been indexed and the SetDev event 
has furthermore been removed as there is no dev address. The 
AddPool event now furthermore contains a pool id.

RESOLVED

INFORMATIONAL

Issue #07 squid, squidGame and startBlock can be made immutable

Severity

Description Variables that are only set in the constructor but never modified can 
be indicated as such with the immutable keyword. This is 
considered best practice since it makes the code more accessible 
for third-party reviewers and saves gas.

Recommendation Consider making the above variables explicitly immutable.

Resolution  
The variables are now marked as immutable.

RESOLVED

INFORMATIONAL
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Issue #08 Unused variable: rewardSharesDebt

Severity

Description Variables defined in a contract but not used within said contract 
could confuse third-party auditors. They furthermore increase the 
contract length and bytecode size for no reason.

Recommendation Consider removing the aforementioned variables to keep the 
contract short and simple.

Resolution  
The rewardSharesDebt variable has been removed.

RESOLVED

INFORMATIONAL

Issue #09 Typographical errors

Severity

Description Throughout the contract, the token is often referred to as SH or 
similar instead of the correct token name. We assume this is 
because the contract has been forked from a platform with such a 
token. There is also a typographical error at line 261: “EMERSHCY 
ONLY”. Finally we are unsure what “power” means in the 
accSquidPerPower variable, this could be replaced with share for 
example, as is traditionally used with this variable.

Recommendation Consider fixing the above errors.

Resolution

INFORMATIONAL

 
The typographical errors have been fixed.

RESOLVED
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Issue #10 Constructor does not test the passed in IERC20 address

Severity

Location Line 32 

squid = _squid

Description The address passed in is not guaranteed to be an IERC20, meaning 
the contract could be locked up on deployment as there is no way 
to change the token contract after.

Recommendation Consider calling an IERC20 function like balanceOf to cause a 
revert on incorrect deployment, instead of needing to redeploy the 
contract later on with correct arguments.

Resolution

INFORMATIONAL

 
The squid token is now validated through a decimals check.

RESOLVED
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2.3  SquidGame 

The SquidGame contract is called whenever a harvest claim is made within the 
masterchef. Some portion of this claim is gambled within the SquidGame contract 
and can be reclaimed once the user successfully traverses all three steps.  

Each step the user takes has a 50% chance of failing, similar to the popular Squid 
Game series. After any of the three steps, the user can decide to finish the game 
and receive their payout. If they finish after 1 step, they receive 10% of the potential 
amount while after the second step they would receive 30% of this amount. Finally, 
if the user takes all steps successfully, the user receives 100% of the potential 
amount. 

2.3.1 Privileged Roles 

The following functions can be called by the owner of the contract: 

• startGame 

• transferOwnership 

• renounceOwnership 
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2.1.3 Issues & Recommendations 

Issue #11 startGame will revert if the Masterchef is currently in a squid game, 
which could override previous games

Severity

Location Line 36 

require(games[msg.sender].stepsLeft == 0, "finish previous 

game first");

Description startGame can only be called by the owner of the contract, but 
when that owner is in a game, startGame will revert for all other 
players. This is likely a typographical error as we expect that this 
requirement is supposed to be raised on the actual player to 
prevent them from playing again while they are still in a game.

Recommendation Consider changing msg.sender to sender. 

require(games[sender].stepsLeft == 0, "finish previous game 

first");

Resolution

HIGH SEVERITY

 
sender is now used throughout the startGame function, avoiding 
the above scenario.

RESOLVED
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Issue #12 Contract will run out of Squid tokens due to the inflated win 
amount on each step

Severity

Location Line 60 

games[msg.sender].winAmount = games[msg.sender].amount * 

winPercents[games[msg.sender].stepsLeft];

Description The win amount is calculated by multiplying by the win percentages 
(either 10, 30, 100) but is never divided by 100 meaning that 
instead of receiving a max of 100% of the rest of their harvest, they 
instead get 10-100x their harvest. This will very quickly lead to the 
contract running out, and or diluting the currency.

Recommendation Consider dividing by 100 in the winAmount calculation. 

games[msg.sender].winAmount = games[msg.sender].amount * 

winPercents[games[msg.sender].stepsLeft] / 100;

Resolution

HIGH SEVERITY

 
The amount is now divided by 100, avoiding this scenario where the 
contract would try to hand out a huge multiple of the desirable 
amount causing it to be constantly drained of rewards.

RESOLVED
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Issue #13 Blockhash is used to compute random numbers, which leads to low 
entropy and predictability and the inability to win after 256 blocks

Severity

Location Line 52 

uint256 seed = 

uint(blockhash(games[msg.sender].blockNumber));

Description Using blockhash has a substantial amount of drawbacks, including 
poor randomness, exploitability, and the fact that blockhash is only 
valid for the current 256 blocks. 

By using blockhash users can be prevented from winning, and can, 
after the first step, figure out if their next step will win or not, 
allowing them to play and withdraw early with no risk or 
opportunity cost.

Recommendation Consider using ChainLink VRF for randomness.

Resolution ACKNOWLEDGED

HIGH SEVERITY
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Issue #14 finishGame is vulnerable to reentrancy

Severity

Description The finishGame function is not written to prevent reentrancy 
exploits. This allows an exploiter to potentially drain the squid 
token through reentrancy within the token transfer since the 
winAmount reset only happens after the withdrawal is called on the 
token contract. 

This issue is only marked as low severity since the token we assume 
this contract will be deployed with does not allow for reentrancy 
factors, as the SquidToken source case has been audited and does 
not contain such vectors. However, it is still worthwhile to rewrite 
the code to prevent potential forks to be exploited and more 
importantly get a variable to properly emit within the event.

Recommendation Consider implementing the checks-effects-interactions pattern to 
prevent reentrancy, or introducing reentrancy guards to the 
function. 

❗ Consider caching the winAmount as the winAmount emitted from 
GameFinished is guaranteed to be 0 right now.

Resolution

LOW SEVERITY

 
A reentrancy guard has been added and the event now emits the 
correct amount. The function is however still not written in checks-
effects-interactions.

RESOLVED
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Issue #15 lostStep starts at 3 while they have not lost yet and incorrectly set 
to stepsLeft instead of the actual step they lost at

Severity

Location Line 68 

games[msg.sender].lostStep = games[msg.sender].stepsLeft;

Description stepsLeft is the amount of steps they have left, and not in-fact the 
step they lost at. This could cause problems with the frontend 
visualization by showing incorrect information to the users. 

❗ The Step event is also emitted with the incorrect stepsLeft 
value as well.

Recommendation Consider correctly calculating lostStep by indicating the actual 
step the user lost at.

Resolution

INFORMATIONAL

 
lostStep has been removed completely.

RESOLVED

Issue #16 Only some of the variables in the Game struct are reset

Severity

Description Only some of the variables of the Game struct are reset to defaults 
when games start or end, this could cause incorrect visualization of 
game state to users.

Recommendation Consider evaluating if more of the Game struct should be reset in 
these circumstances. This issue will be marked as resolved either on 
the inclusion of more resets or if the client does not need to reset 
more variables for their frontend to function correctly.

Resolution

INFORMATIONAL

 
The client has indicated that this is desired behavior.

RESOLVED

Page  of 22 25 SquidGame Paladin Blockchain Security



Issue #17 lostStep can be moved above amount in the Game struct

Severity

Description Struct members are padded to 256 bits, meaning stepsLeft and 
lostStep occupy 256 bits of space. This leads to larger gas fees 
when executing logic that deals with this struct. Organizing structs 
for cheaper gas cost is called Tight Variable Packing, which can be 
read up upon here.

Recommendation Consider moving lostStep above amount, which will place them in 
the same contiguous 256 bits, saving 256bits of space for 
deployments, usage, and copies.

Resolution  
lostStep has been removed completely.

RESOLVED

INFORMATIONAL

Issue #18 The third index of winPercents is never used

Severity

Description The third index of winPercents is not used, leading to extra 
information to parse and reason about.

Recommendation Consider removing the third index from winPercents variables.

Resolution

INFORMATIONAL

 
The third index has been removed.

RESOLVED
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2.4  Timelock 

The Timelock contract is a clean fork of Compound Finance’s timelock. This is the 
most common contract used in DeFi to time lock governance access and is thus 
compatible with most third-party tools. 

2.4.1 Issues & Recommendations 

No issues found. 

Parameter Value Description

Delay 6 hours The delay indicates the time the administrator has to wait after 
queuing a transaction to execute it.

Minimum 
Delay

6 hours The minDelay indicates the lowest value that the delay can 
minimally be set.  

Sometimes, projects will queue a transaction that sets the 
delay to zero with the hope that nobody notices it. However, 
because of the minimum delay parameter, the value of delay 
can never be lower than that of the minDelay value. Note that 
the administrator could still queue a transaction to simply 
transfer the ownership back to their own account so it is still 
important to inspect every transaction carefully.

Grace Period 14 days After the delay has expired after queueing a transaction, the 
administrator can only execute it within the grace period. This 
is to prevent them from hiding a malicious transaction among 
much earlier transactions, hoping that it goes unnoticed or 
buried, which can be executed in the future.
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