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Disclaimer 
Paladin Blockchain Security (“Paladin”) has conducted an independent audit to verify the integrity of 
and highlight any vulnerabilities or errors, intentional or unintentional, that may be present in the 
codes that were provided for the scope of this audit. This audit report does not constitute agreement, 
acceptance or advocation for the Project that was audited, and users relying on this audit report 
should not consider this as having any merit for financial advice in any shape, form or nature. The 
contracts audited do not account for any economic developments that may be pursued by the Project 
in question, and that the veracity of the findings thus presented in this report relate solely to the 
proficiency, competence, aptitude and discretion of our independent auditors, who make no 
guarantees nor assurance that the contracts are completely free of exploits, bugs, vulnerabilities or 
deprecation of technologies. Further, this audit report shall not be disclosed nor transmitted to any 
persons or parties on any objective, goal or justification without due written assent, acquiescence or 
approval by Paladin. 

All information provided in this report does not constitute financial or investment advice, nor should it 
be used to signal that any persons reading this report should invest their funds without sufficient 
individual due diligence regardless of the findings presented in this report. Information is provided ‘as 
is’, and Paladin is under no covenant to the completeness, accuracy or solidity of the contracts 
audited. In no event will Paladin or its partners, employees, agents or parties related to the provision 
of this audit report be liable to any parties for, or lack thereof, decisions and/or actions with regards to 
the information provided in this audit report.  

Cryptocurrencies and any technologies by extension directly or indirectly related to cryptocurrencies 
are highly volatile and speculative by nature. All reasonable due diligence and safeguards may yet be 
insufficient, and users should exercise considerable caution when participating in any shape or form in 
this nascent industry. 

The audit report has made all reasonable attempts to provide clear and articulate recommendations to 
the Project team with respect to the rectification, amendment and/or revision of any highlighted issues, 
vulnerabilities or exploits within the contracts provided. It is the sole responsibility of the Project team 
to sufficiently test and perform checks, ensuring that the contracts are functioning as intended, 
specifically that the functions therein contained within said contracts have the desired intended 
effects, functionalities and outcomes of the Project team. 
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1  Overview 
This report has been prepared for Legends Never Die on the Binance Smart Chain 
(BSC). Paladin provides a user-centred examination of the smart contracts to look for 
vulnerabilities, logic errors or other issues from both an internal and external 
perspective. 

1.1  Test-Driven Audit 
The client has commissioned Paladin to do a test-driven audit. This means that 
throughout the auditing process, the auditors created unit and integration tests to 
support the issues raised and to validate the functionality of the protocol.  

Paladin should not be seen as a contributor of the protocol in any way, shape or form. 
These tests are exclusively part of the audit process and thus fall under the same 
terms and conditions that govern the audit. They do not warrant acknowledgment of 
liability, contribution or similar to the protocol. The tests are simply provided as 
support for the findings within this audit. 
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1.2  Summary 

1.3  Contracts Assessed 

Project Name Legends Never Die

URL TBC

Platform Binance Smart Chain

Language Solidity

Name Contract / File
Live Code 
Match

MerkleDistributor MerkleDistributor.sol PENDING
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1.3  Findings Summary 

Classification of Issues 
 

Severity Found Resolved Partially Resolved
Acknowledged  

(no change made)

0 - - -

0 - - -

0 - - -

8 4 - 4

Total 8 4 0 4

 Medium

 Informational

 High

 Low

Severity Description

Exploits, vulnerabilities or errors that will certainly or probabilistically lead 
towards loss of funds, control, or impairment of the contract and its functions. 
Issues under this classification are recommended to be fixed with utmost 
urgency.

Bugs or issues with that may be subject to exploit, though their impact is 
somewhat limited. Issues under this classification are recommended to be fixed 
as soon as possible.

Effects are minimal in isolation and do not pose a significant danger to the 
project or its users. Issues under this classification are recommended to be fixed 
nonetheless. 

Consistency, syntax or style best practices. Generally pose a negligible level of 
risk, if any.

 Medium

 Informational

 Low

 High
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1.3.1 MerkleDistributor 

ID Severity Summary Status

01 claim allows multiple claims by the same account (up to the 
largest _amountAllowedToClaim value)

02 Prefer abi.encode over abi.encodePacked

03 Gov privilege: sweep allows the owner to remove all tokens from the 
contract

04 Gov privilege: setMerkleRoots could allow the owner to remove 
arbitrary amounts of token from the contract

05 Gov privilege: setMinSwapAmount could be used to block claims

06 _index may be unnecessary

07 Unnecessary amountToClaim != 0 check in claim

08 Lack of events for setMinSwapAmount, setMerkleRoots and sweep

INFORMATIONAL

RESOLVED

ACKNOWLEDGED

INFORMATIONAL

INFORMATIONAL

RESOLVED

INFORMATIONAL

INFORMATIONAL

INFORMATIONAL

INFORMATIONAL

ACKNOWLEDGED

RESOLVED

RESOLVED

ACKNOWLEDGED

ACKNOWLEDGED

INFORMATIONAL
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2  Findings 

2.1  MerkleDistributor 

The MerkleDistributor contract distributes a balance of tokens according to a merkle 
tree root. This is an efficient data structure that only requires storing the root, and any 
claim only requires a proof of length at most the depth of the tree. 

The contract is a fork of Uniswap’s merkle-distributor with modifications made to keep 
track of the amount claimed by each address. 

2.1.1 Privileged Roles 

The following functions can be called by the owner of the contract: 

• renounceOwnership 

• transferOwnership 

• setMinSwapAmount 

• setMerkleRoots 

• sweep 
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2.1.2 Issues & Recommendations 

Issue #01 claim allows multiple claims by the same account (up to the largest 
_amountAllowedToClaim value)

Severity

Description The amount claimed so far by each account is tracked by 
claimed[_account]. This value is modified each time a claim is 
made and checks are made to ensure this value cannot exceed 
_amountAllowedToClaim. However, this does not prevent an 
account from claiming multiple times if it is present multiple times 
in the original list of elements the merkle tree was created from. 

For example, if there were (id, account, amount) entries in the 
original list of elements of: (0, 0xacc, 100) and (1, 0xacc, 
150), then the user with account 0xacc can make claims with proofs 
for both of these amounts even though the maximum amount the 
user will receive in total is the highest _amountAllowedToClaim in 
any of these entries (so in this example, the user could not claim 
more than 150 tokens in total). 

It is unclear if this is desired behavior or not. In the tests provided, 
there are checks to ensure multiple claims cannot be made by the 
same account, but these tests use the same amounts in each test. If 
instead the tests used increasing amounts, multiple claims would be 
possible. Tests have been provided to show this is the case. 

As the contract still ensures that the total any account can claim 
cannot exceed the largest _amountAllowedToClaim value, this issue 
is Informational only.

Recommendation If this behavior is not desirable, then consider using mapping 
(address => boolean) instead, set the value to true when an 
address has claimed, and only allow claims where the value in this 
mapping for the given address is false. 

This would ensure each account can only claim once.

Resolution  
The client has indicated that their merkle trees will always only have 
one node per address.

RESOLVED

INFORMATIONAL
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Issue #02 Prefer abi.encode over abi.encodePacked

Severity

Description claim creates the node to verify as follows: 

keccak256(abi.encodePacked(_index, _account, 
_amountAllowedToClaim)) 

which aims to produce a unique hash with little chance of collision. 

As per the docs for abi.encodePacked in Solidity v0.6.12, “types 
shorter than 32 bytes are neither zero padded nor sign extended”, and 
_account in this case is an address, which is 20 bytes long, so it is 
subject to this caveat. 

This means it is technically possible to create a collision between an 
(address, uint256) pair and a (uint256, address) pair with 
different addresses in each pair. See https://github.com/gitcoinco/
governance/pull/7 for a similar issue raised in another contract. 

In this case, such a collision is unlikely. One could try to play with the 
padded bytes in the address hash in an attempt to make them overflow 
but after v0.5 in Solidity, non-zero padded bytes in the function 
signature are no longer allowed, and furthermore before v0.5, it seems 
like this had no impact on the hash. However, if the code were altered 
slightly in a future version of this contract, a chance of such collisions 
may arise again.

Recommendation Consider using abi.encode instead of abi.encodePacked. abi.encode 
pads parameters to 32 bytes and so its semantics for avoiding 
collisions are better defined. A less desirable alternative that would 
also work would be to only use values that are 32 bytes long for each 
argument.

Resolution

INFORMATIONAL

 
The source code now uses encode instead of encodePacked.

RESOLVED
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Issue #03 Gov privilege: sweep allows the owner to remove all tokens from the 
contract

Severity

Description Any compromise to the account owner may allow the hacker to take 
advantage of it and transfer the withdrawn tokens to an arbitrary 
address, the _recipient address.

Recommendation N/A

Resolution  
The client has indicated that owner will be a gnosis safe or similar in 
production for the owner account, making it less likely for the private 
keys to fall into the wrong hands.

ACKNOWLEDGED

INFORMATIONAL

Issue #04 Gov privilege: setMerkleRoots could allow the owner to remove 
arbitrary amounts of token from the contract

Severity

Description Any compromise to the account owner may allow the hacker to take 
advantage of it and set the merkleRoot to a value they could use to 
accept any claim transaction by them.

Recommendation Consider only allowing merkleRoot to be set once, either as a constant 
or in the constructor. Consider describing how the tree was generated 
so investors can validate the merkle root.

Resolution

INFORMATIONAL

 
The client has indicated that owner will be a gnosis safe or similar in 
production for the owner account, making it less likely for the private 
keys to fall into the wrong hands.

ACKNOWLEDGED
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Issue #05 Gov privilege: setMinSwapAmount could be used to block claims

Severity

Description setMinSwapAmount could be used to set minAmountToClaim to a large 
amount, reverting all claim transactions.

Recommendation Consider removing setMinSwapAmount if it is not needed. 

If it is needed, consider adding a reasonable upper limit to the value 
minAmountToClaim can be set to.

Resolution

INFORMATIONAL

 
The client has indicated that owner will be a gnosis safe or similar in 
production for the owner account, making it less likely for the private 
keys to fall into the wrong hands.

ACKNOWLEDGED

Issue #06 _index may be unnecessary

Severity

Description The claim function takes an _index parameter, and uses it in the hash 
to create the node. This is necessary because the merkle tree elements 
were also created with index parameters so it needs to be present to 
verify the node. 

However, if the intent is to create a tree from a mapping of addresses 
to amounts, then there is no need for an index parameter – only the 
address and amount need to be verified.

Recommendation Consider removing _index from the claim function and the merkle tree 
creation. It should make the tree creation more straightforward and 
reduce the amount of code in the claim function.

Resolution

INFORMATIONAL

 
Client has indicated that index is needed in the hash for their use case.

RESOLVED
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Issue #07 Unnecessary amountToClaim != 0 check in claim

Severity

Description In claim, a check is made to ensure amountToClaim is not 0: 

require(amountToClaim  != 0 && amountToClaim >= minAmountToClaim, 
"MerkleDistributor: Not enough LND.”); 

However, amountToClaim is already ensured to be 1 or greater by the 
previous lines: 

require(amountClaimed < _amountAllowedToClaim, "MerkleDistributor: 
Limit for claim is reached."); 
uint256 amountToClaim = _amountAllowedToClaim.sub(amountClaimed); 

The only way for amountToClaim to be zero would be if 
_amountAllowedToClaim and amountClaimed were the same value, and 
that’s prevented by the < check.

Recommendation Remove the amountToClaim != 0 check for brevity and ease of 
understanding.

Resolution

INFORMATIONAL

ACKNOWLEDGED

Issue #08 Lack of events for setMinSwapAmount, setMerkleRoots and sweep

Severity

Description Functions that affect the status of sensitive variables should emit 
events as notifications.

Recommendation Add events for the above functions.

Resolution

INFORMATIONAL

RESOLVED
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2.1.3 Test Results 

Run in Docker using the node:12.22.5-alpine3.11 image. 

To reproduce: docker build —progress=plain. 

  MerkleDistributor 
    #token 
      ✓ returns the token address (154ms) 
    #merkleRoot 
      ✓ returns the zero merkle root (80ms) 
    #claim 
      ✓ fails for empty proof (106ms) 
      ✓ fails for invalid index (116ms) 
      two account tree 
        ✓ successful claim (142ms) 
        ✓ transfers the token (99ms) 
        ✓ must have enough to transfer (95ms) 
        ✓ cannot allow two claims (72ms) 
        ✓ cannot claim more than once: 0 and then 1 (109ms) 
        ✓ cannot claim more than once: 1 and then 0 (119ms) 
        ✓ cannot claim for address other than proof 
        ✓ cannot claim more than proof 
        ✓ gas (45ms) 
      larger tree 
        ✓ claim index 4 (47ms) 
        ✓ claim index 9 (44ms) 
        ✓ gas (47ms) 
        ✓ gas second down about 15k (99ms) 
      realistic size tree 
        ✓ proof verification works 
        ✓ gas (53ms) 
        ✓ gas deeper node (53ms) 
        ✓ no double claims in random distribution (89ms) 
      parseBalanceMap 
        ✓ check the proofs is as expected 
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Additional Paladin Tests 
Note that random tree tests will take one to two minutes to run. 

  MerkleDistributor Paladin Additions 
    #claim 
      ✓ fails against zero merkle root (122ms) 
      two account tree 
        ✓ fails for empty proof 
        ✓ fails for invalid index 
        ✓ fails for invalid address 
        ✓ fails for invalid amount 
        ✓ succeeds if proof matches arguments (55ms) 
        ✓ fails if proof from different two account tree 
        ✓ fails if proof from different single account tree 
        ✓ succeeds if proof from semantically identical tree (52ms) 
        ✓ fails if less than minAmountToClaim (103ms) 
        ✓ succeeds if equal to minAmountToClaim (109ms) 
        ✓ fails if root is updated and old proof is used (80ms) 
        ✓ succeeds if root is updated and new proof is used (99ms) 
      tree with duplicate accounts 
        ✓ fails for multiple claims if second amount smaller (91ms) 
        ✓ fails for multiple claims if second amount equal (88ms) 
        ✓ succeeds for multiple claims if second amount larger (104ms) 
        ✓ succeeds for multiple claims even if limit reached in between (138ms) 
      random trees 
        ✓ succeeds for multiple small trees (106983ms) 
        ✓ succeeds for a large tree (47262ms) 
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